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1. HEJIX OCBOEHUA

1.1 | Llenn ocBOGHMS TUCIUILIMHEL: IIOHUMAHUE MOJENICH U CTAHAAPTOB MH(MOPMAIIMOHHOH 0€30I1aCHOCTH, YCBOCHHE METOIOB
3aIIUTH HHPOPMALMOHHBIX CUCTEM, TPHOOPETEHHE TEOPETHUECKUX 3HAHUH U IPAKTHYECKUX HABBIKOB MO UCIOIb30BAHUIO
COBPEMEHHBIX ITPOrPAMMHBIX CPEICTB JUlsl oOecniedeHnst THHOPMaMOHHOH 6E3011aCHOCTH U 3aIllUThl HHPOPMAIUH OT
HECAHKLIMOHUPOBAHHOI'O UCIIOIb30BaHMUS.

1.2

1.3 |3agauu:

1.4]- N3YYUTH OCHOBHBIC TCOPCTUUCCKUE IMOJIOKCHUSA 3alUThI I/IHqJOpMaLII/II/I, MIPUYINHBI Hapymeﬂm“[ 6630HaCHOCTI/I;

1.5 | - mOIyYUTh NpaKTUUECKHE HABBIKU PAOOTHI C COBPEMEHHBIMH CETEBBIMU (PUIBTPAMH U CPEACTBAMH KPHUITOIpahuIecKoro
npeoOpa3oBaHust HHPOPMALHH.

2. MECTO B CTPYKTYPE OBPA3OBATEJILHOM ITPOT'PAMMBI

bnoxk OIIT: b1.B.IB.05

2.1 TpeboBanus k l]pe)lBa]Pl/lTeﬂbHOi/i NOAr0TOBKE 00y4aro1erocs:

2.1.1 CASE-TexHoornu

2.1.2 | AnropuTMBI TEOPUH UTP

2.1.3 | ba3bl JaHHBIX

2.1.4 | IIporpammHas HH)KEHEpUS

2.1.5 | IIpoeKTHBI MOIX0/] B TEXHUKE

2.1.6 | TexHOMOTMYU POTPAMMHPOBAHHUS

2.1.7 | YucieHHbIE METOAbI

2.1.8 | BpluucnuTenbHbIE CUCTEMBI, CETH U TEIEKOMMYHUKAIINH

2.1.9 |HudopManmoHHbIE CUCTEMBI U TEXHOJIOTHH

2.1.10 |HageprarenbHas TeOMeTpUs U HHXKEHEpHas rpaduka

2.1.11 | Teopus BeposSTHOCTE! U MAaTEMATUYECKasl CTATUCTUKA

2.1.12 | SI3pIku mporpaMMUpOBaHUs

2.1.13 |HndopmaTtuxa

2.2 JAucuuninubl (MOIy/IH) U MPAKTHKHU, VI KOTOPBIX 0CBOEHHE JAHHON AUCUMIIJIMHBI (MOAY/15) HE00X0UMO KaK
npeaecTByoniee:

2.2.1 Be3omacHoOCTh KU3HENEATETLHOCTH

2.2.2  |VHTenneKkTyaabHblE TEXHOJIOIMU B METAJULYPTUU

2.2.3 | HTenneKTyanbHbIe TEXHOJIIOTUN B YJHEPTETUKE

2.2.4 |HayuHo-uccnenoBatenbckas pabora

2.2.5 |IoaroroBka K mpoleaype 3amIUThI M 3aIlIUTa BHITYCKHON KBaTH()UKAIIMOHHOH PaboThI

2.2.6 |IIpenauninoMHas nMpakTHKa

2.2.7 |Cpencra uHGOpMaTH3aLUN B METAJUTYPTUU

2.2.8 | Cpencra uHGOpMaTH3ALMUN B SHEPTETUKE

3. PE3YJIBTATBI OBYYEHUS 110 JUCHUIIJIMHE, COOTHECEHHBIE C ®OPMUPYEMbBIMH
KOMIIETEHIIUSIMU

YK-6: IIpunsiTue pemieHuii (coco0eH: onpeaeasiTe KPyr 3aa4 B paMKaXx IIOCTABJICHHOM Le/1M U BbIOMPATh ONTUMAJILHbIE
CIOCO0bI HX pellleHHs], HCX0/ U3 AeliCTBYIOIINX NPABOBBIX HOPM, HMEIOLIUXCH PEeCYPcOB U OrPAHUYCHHI; YNPABJIATH
cBoeii mpogecCHOHAIBHOI eI TeJLHOCTHIO HJIH MPOEKTAMHU B COOTBETCTBYIOIIEH nMpodeccnoHaibHOI cdepe, OpaTh HA cedst
OTBETCTBEHHOCTDb 32 NPMHATHE PelleHMil)

3HaTh:

YK-6-32 ocHOBHbIE METO/IbI U MOZEIIHM 00ECTICUCHHS U YIIPaBICHUs HHPOPMAIIMOHHOM 0€30I1aCHOCTBIO, METO/IBI YITPABICHHS
prckamMu MH(QOPMAITOHHON 0€30MacHOCTH.

YK-6-31 3amaun nHGOPMATHOHHON 6€30MTaCHOCTH, OCHOBHBIE TEH/ICHITIH M HAIIPaBICHHU (GOPMUPOBAHMS U (HYHKIMOHHPOBAHUS
KOMIUIEKCHOM CHCTEMBI 3alUThI HH(OPMAIUU

YK-3: IIpoexTHpoBaHue 1 pa3padoTka (cl0co0eH: NPOEKTUPOBAThL H Pa3padaTbIBATh NPOAYKLHIO, IPOLECCHI H CUCTEMBI,
COOTBETCTBYIOLHE MPOQUIII0 06pa3oBaTebHON NPOrpaMMbl; BLIOUPATh U NPHMEHSITh COOTBETCTBYIOLITE METOAUKHI
NPOEKTHPOBAHNUA H Pa3padoTKH, BK/II0Yasi epeloBbie METOAbI H TEXHOJIOTHH)

3HaTh:

VYK-3-31 npyuHUIMIBI TOCTPOEHHS COBPEMEHHBIX CUCTEM 3alIUThl HHPOPMALIMU B KOMITBIOTEPHBIX CETSIX




IIK-2: Cnioco0eH NpoeKTUPOBATHL NPUKJIAAHbIC TEXHOJIOTUH H CHCTEMbI

3HaTh:

ITK-2-31 uHpopManmoHHOE 0becIeYeHUE 1 MPUHLUIIBI TOCTPOSHUS HH(POPMAIIMOHHBIX CHCTEM YIPABJICHUS TEXHOIOTHYECKAMHU
IporeccamMu

OIIK-3: CniocodeH pemiaTh cTaHAAPTHBIE 321244 NPOGecCHOHAIBHOM AeATeIHLHOCTH HA 0CHOBE NH(OPMALIMOHHOI 1
oudauorpaguyeckoil KyJabTypbl ¢ IPMMeHeHHeM HH()POPMAIHOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTHH U C yY4€TOM OCHOBHBIX
TpedoBaHuii HHGOPMALIMOHHON 0€30MACHOCTH

3HaTb:

OIIK-3-31 npuHIUIIEL, METOABI U CPEACTBA PEIICHNS CTAaHJAPTHBIX 33124 NpodecCHOHATTFHON ASSTENEHOCTH Ha OCHOBE
uH(pOopMaMOHHON 1 6ubmHorpadudeckoil KyIbTypsl C IPUMEHEHHEM HH(POPMAIMOHHOKOMMYHUKAIIMOHHBIX TEXHOJIOTHIL U ¢
Y4eTOM OCHOBHBIX TpeOOBaHUI HH(POPMALIMOHHON O€30I1aCHOCTH

YK-6: [lpunsiTHe pemenuii (criocodeH: onpeneasTs KPYr 3a1a4 B paMKaX MOCTaBJIEHHOIi IleJIM U BLIOMPATH ONTHMAJILHBIE
CIOCOOBI X peleHHsl, HCXO0/sI H3 Al CTBYIOIIMX MPABOBBIX HOPM, HMEIOLINXCSI PECYPCOB H OTPAHMYEHHIi; YNPaBIATh
cBoeil npogeccuoHaILHOI 1eATeIbHOCTBIO UM IPOEKTAMHU B COOTBETCTBYIOLIeH npodeccuoHalbHOI cdepe, OpaTh Ha cedst
OTBETCTBEHHOCTH 32 MPUHSATHE PelIeHHii)

YMmerb:

YK-6-Y1 npoBoauTs aHATN3 BO3MOKHOCTH IPUMEHEHHS MOJIENIEH CHCTEM 3aIlUTH HHPOPMAUH PA3IMIHOTO Ha3HAUCHHS

YK-6-Y2 npoBoauTs CPaBHUTENBHBIN aHANN3 TAPAMETPOB CHCTEM 3alUThl HHYOPMAIUHU, ONIPEIETIATh ONTUMAIbHBIC THIIBI
KpUNTOrpadMuecKiX NPOTOKOJIOB TIPH Tlepeade nHGpopManuu

YK-3: [IpoexTupoBaHue u pa3padorka (cnocodeH: MPOEKTHPOBATH U Pa3padaThIBATh MPOAYKIHIO, TPOLECCHI U CHCTEMBI,
COOTBETCTBYIOLINE NPO(HII0 00pa3oBaTe/IbHON NPOrPaMMbl; BbIOUPATh M IPHMEHSITh COOTBETCTBYIOIIME METOAMKHU
NMPOEKTHPOBAHMS U Pa3padOTKHU, BKIIOYAs NMepel1oBble METOAbI U TEXHOJIOTHH)

Ymerb:

VK-3-V1 OIIPEALCIIATh MIPUMCHACMBIC MCTOAbl HCCAHKITMOHUPOBAHHOT'O AOCTYIIA K JaHHBIM

IIK-2: Cnioco0eH NpoeKTUPOBAThL NPUKJIAAHbIC TEXHOJIOTUH H CUCTEMbI

YMmerb:

[IK-2-Y1 ucnonb3oBaTh METOABI CUCTEMHOI'O MOACIMPOBAHNSA TEXHOJOTHYCCKUX ITPOLECCOB

OIIK-3: CnocodeH pemiaTh cTaHAAPTHbIE 32244 NPOo¢ecCHOHAIBHOM 1eATeIbHOCTH HA 0CHOBE NHPOPMALIMOHHOI U
ouobauorpadguyeckoii KyJabTypbl ¢ IPMMeHeHHeM HH()POPMaIlHOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTHI U C y4€TOM OCHOBHBIX
TpedoBaHuii UHGOPMALIMOHHON 0€301ACHOCTH

YMmerb:

OIIK-3-Y1 pemats cTaHAapTHEIE 331a41 POGHECCHOHANBHOMN IEITESTbHOCTH Ha OCHOBE HH(OPMaNNOHHOH 1 6nbnnorpadudaeckoit
KYJIBTYPBI C IPUMEHEHHEM HH(POPMAITMOHHOKOMMYHUKALMOHHBIX TEXHOJIOTHH U C y4€TOM OCHOBHBIX TPEOOBaHMI
UH(OPMALMOHHOI 6e301acHOCTH

YK-6: IIpunsaTHe peniennii (criocodeH: onpeaeasiTh KPYr 3a1a4 B pAMKaX NOCTABJCHHOM 1[eJIM H BLIOHPATh ONITHMAJILHbIE
€1oco0bI X pelIeHHs], MCX0AA U3 AeiiCTBYIOIINX IPABOBBIX HOPM, HMEIOLINXCH PECYPCOB H OTPAHHYCHHUI; YNPABJIATH
cBoeil npogeccuoHaILHOI 1eATeIbHOCTBIO UIH IPOEKTAMHU B COOTBETCTBYIOLIel npodeccuoHalbLHOM cdepe, OpaTh Ha cedst
OTBETCTBEHHOCTh 32 MPUHSATHE PelIeHMit)

Baanernb:

YK-6-B2 MetomamMu 1 cpeIcCTBaMH TEXHHYECKOH 3aIUTHI HH()OPMAIIH, METOJaM1 pacdeTa i HHCTPYMEHTAIbHOTO KOHTPOIIS
nokasareneil TeXHU4ECKO! 3aluThl HHPOpMAIH

YK-6-B1 HaBbIkaMu 000CHOBaHHS PELICHUI IO BEIOOPY U MPUMEHEHUIO MOJIETICH CUCTEM 3aIlUThI MH(POPMALIUH PAa3IMIHOTO
Ha3HAYCHHS

YK-3: [IpoexTupoBaHue u pa3padorka (cnocodeH: MPOEKTHPOBATH U Pa3padaThIBATh MPOAYKIHIO, TPOILECCHI U CHCTEMBI,
COOTBETCTBYIOIIME PO U0 00pa30BaTeIbHOIl MPOrpaMMbl; BLIOUPATH U PUMEHATH COOTBETCTBYIOLIHE METOAUKHU
NMPOEKTHPOBAHMS U Pa3pabOTKHU, BKIIOYAs NMepeloBble METOAbI U TEXHOJIOTHH)

Baanernb:

VK-3-B1 HaBBIKAMHU OTCIICKUBAHUS HECAaHKIIMOHUPOBAHHOTO JOCTYIIA K JTaHHBIM W YCTaHOBKH 3aIIIUThI TaHHBIX

IIK-2: Cioco0eH NpoeKTUPOBATHL NPUKJIAAHbIC TEXHOJIOTHH H CHCTEMbI

Baaaernb:

IIK-2-B1 COBPEMECHHBIMU KOMITBIOTCPHBIMU MECTOJAMHU MAaTEMATUYCCKOI0 MOACIIUPOBAHNA TEXHOJIOTMYCCKUX ITPOLECCOB

OIIK-3: CnocodeH pemiaTh cTaHAAPTHbIE 32244 NMPOo¢ecCHOHAIBHOM 1eATeIbHOCTH HA OCHOBE NHPOPMALIMOHHOI U
OundHorpadguyeckoii KyIbTypbl ¢ IPUMeHEHUEM HHGOPMAaLlMOHHO-KOMMYHUKANMOHHBIX TEXHOJIOIHIA M C y4€TOM OCHOBHBIX
TpedoBaHuii UHGOPMALIMOHHON 0€301ACHOCTH

Baanernb:




OIIK-3-B1 HaBbIKaMH HOATOTOBKH 0030pOB, aHHOTAIMH, COCTaBICHUs pedepaToB, HAYUHBIX HOKIAIO0B, MyOIH-Kauii, U
O6ubnmorpadun 1o HayIHOMCCIIEA0BATENBCKOM paboTe ¢ yueToM TpeOoBaHHH HH(OPMALMOH-HOH 0€30I1acCHOCTH

4. CTPYKTYPA U COAEP)KAHUE

Kon
3aHATHS

HaumenoBanmue pa3nesnoB u
TeM /BMJ 3aHATHS/

Cemectp
/ Kype

Yacos

®opmMupyeMbIe
HHAMKATOPbI
KOMIIeTeH it

Jlnutepatypa
H 3.
pecypcsl

IIpumeyanue

KM

Broimoan
sieMble
padoThI

Pa3nen 1. OcHoBBI
HH(OPMAIUOHHOM
0€30IaCHOCTH M 3aIUThI
HHpOpMALUH

1.1

OCHOBHBIC KOHIICIITyalIbHBIC
TIOJIOXKEHHUS CHCTEMBI 3aIlIUTHI
nH(pOpMaIIH.
Konuenryanshas monenb
HHGOPMAITHOHHON
6e3omacroctu. O030p 1
CpaBHHUTEJIbHBIN aHAIIN3
CTaHIapTOB
MHPOPMAITHOHHON
oe3onacHoctu. [loHsaTue
MOJTUTUKH OE30TIaCHOCTH. .
[TpuHIUIBI OpraHU3aIH
CHCTEMBI 3aIIUTHI,
HaTpaBIICHUSI, CIIOCOOBI H
METOABI 3alUThI. /JIek/

OIIK-3-Y1 IIK
-2-31

J1.3
JI1.4J12.1
J12.3J12.4

0103232354

1.2

CaMocTosATeIbHOE U3yIeHHE
yueOHOro Marepuana B LMS
Canvas: OCHOBHbIE TOHITHS
1 OTpeAeIeHUsI.
CoBpeMeHHOEe COCTOSIHIE U
MIEPCIICKTUBEI Pa3BUTHS
3aMUTHl HHPOPMAIUH.
UccnenoBanue npuuuH
HapylmeHUun
6e3omacaoctr.O0mmas
npoGiemMa HHPOPMAITMOHHOH
06e30MmacHOCTH
WH(POPMAMOHHBIX CUCTEM.
3amuTa HHGOPMAIIH TIPH
peanuzanuu
HH(POPMAMOHHBIX
porieccoB (BBOJI, BEIBOJ,
nepenava, ooOpaboTKa,
HaKOIJICHUE, XpaHEHHE).
CranmapThl 1 HOPMaTHBHO-
METOANYECKHE TOKYMEHTHI B
obnacTu obecrieueHus
HHPOPMAITUOHHON
Oe3omacHocTh. Peanm3anus u
rapaHTUPOBAHUE TTOJIUTHKH
6e3omacHoct. CocTaB u
Ha3HAYEHUE JIOJDKHOCTHBIX
uHCTpyKIwid. /Cp/

26

YK-6-¥Y1 YK-6
-Bl

J1.3
JI1.4J12.1
J12.3J12.4

01323334

1.3

Pa3pabotka u peanuzanms
alropuT™Ma
(OYHKIIMOHUPOBAHUS CHCTEMBI
0€30I1aCHOCTH

00BeKkTOB. /J1ab/

VK-6-31 YK-6-
V1

JI1.3
JI1.4J12.1
2.3
J12.4J13.1
010223354

Pasgen 2. Moaean
0€30MacHOCTH B
KOMIILIOTEPHBIX CHCTEMAX




2.1

Mogenu 6e30macHOTO
CYOBEKTHOTO
B3aMMOJICHCTBUS B
KOMIIBIOTEPHOM CUCTEME.
[ponenypa uneHTUGUKATIH
U ayTeHTH(UKALINH.
CornpsikeHue 3alUTHRIX
MEXaHU3MOB. ApXUTEKTypa
3aLUIIEHHBIX
OTIEPALIMOHHBIX CUCTEM.
Mopnenu ceTeBbIX cpea.
Co3ganue MeEXaHU3MOB
0€30MacHOCTH B
pacnpeneneHHON
KOMIIBIOTEPHOM

cucreme. /Jlex/

OIIK-3-Y1 IIK
-2-31 YK-3-31

J1.3
JI1.4J12.1
2.4
012233

2.2

CamocTosATeNnbHOE U3yYeHUE
y4aebHoro Matepuana B LMS
Canvas: AyTeHTU(UKAIHS
M0JIb30BaTENCH.
dopmanuzanus 3a1a41
conpsokeHust. MeTosl
conpsbkeHus. Tunuzanus
JIaHHBIX, HEOOXOIUMBIX JIJIS
obecrieueHus pabOTHI
CPEICTB COMPSDKEHUS.
IToHsiTHE BHEIIHETO
pasaenseMoro cepBuca
Oe3omacHocTu. [TocranoBka
3agaud. [lonsaTre u cBolicTBa
MOJIYJISl pean3aiu
3amMTHEIX GyHKIWH. /Cp/

24

VK-6-V1

J1.3
JI1.4J12.1
2.4
013023334

23

Pa3paboTka u peanm3amnus
ITOPUTMA
(DYHKIIMOHUPOBAHUS CUCTEMBI
0e301acHOCTH CyOBEKTOB.
IIpoexTupoBanue MOAYILA
peai3ayy 3aUTHBIX
dbyHKIIHI B cpezie
rapaHTUPOBAHUS TTOTUTHKA
6e3onacuoctu. /J1ab/

OIIK-3-31 IIK-
2-Bl

J1.3
JI1.4J12.1
J12.4J13.1

01020354

Pasgen 3. 3amura
uHpopManumn B
KOMIILIOTEPHBIX CETAX

3.1

OcobeHHOCTH 00ECTICIEHHS
UHPOPMALTUOHHON
0e301acHOCTH B
KOMITHIOTEPHBIX CETSX.
Crenuduka CpeCcTB 3aIUThI
B KOMIIBIOTEPHBIX CETSIX.
CereBble MOJIETTH TTEpeaadn
JMaHHBIX. [TOHATHE POTOKOIA
nepenayn JaHHbIX.
[TpuHIUIBI OpraHU3aIIH
oOMeHa JTaHHBIMH B
BBIYHCIIUTEIBHBIX CETSX.
TpaHCOPTHBIN TPOTOKO
TCP u monens TCP/IP.
Mopnenb B3auMoaeHCTBHS
oTKphITEIX cucteM OSI/ISO.
CoBpeMeHHBIE CPE/ICTBA
MOCTPOCHUS 3AIMIIIEHHBIX
BUPTYaJbHBIX ceTei. /JIex/

VK-6-Y2

J1.3
JI1.4J12.1
J12.2J12.4

01020354




32

CamocTosTensHOe U3yUeHUe
yueOHOro Marepuana B LMS
Canvas: Knaccel ynaneHHbIX
YIpO3 ¥ UX XapaKTePHCTHUKA.
TunoBsle ynaleHHbIe aTaKu U
UX XapaKTepUCTHUKA.
CpaBHEHHE CETeBBIX MoJiemei
nepenaun ganHeix TCP/IP u
OSI/ISO. XapakTepucTuka
yposzeit mogemn OSI/ISO.
Anpecanys B r1o0anbHBIX
cetsx. OcHoBeI [P-
npotokoia. Knaccel agpecos
BBIYUCITUTEIBHBIX CETEH.
CucreMa JOMEHHBIX UMEH.
[TpuHIMIIBI 3a1U T
pacrpeneneHHBIX
BBIUYUCITUTENBHBIX ceTeit. /Cp/

24

OIIK-3-Y1 IIK
-2-31 IIK-2-B1

J1.3
JI1.4J12.1
J2.2J12.4

010223354

33

Pa3pabotka u peanuzanus
aJropuTMa CETEBOTO
¢meTpa. [locTpoeHue
3alUIIEHHBIX BUPTYAJIbHBIX
cereii. besonmacHocTh
YZIaJICHHOTO JIOCTYIIa K
JIOKaJIbHOM ceTH. /J1ab/

OIIK-3-Y1 IIK
-2-31 YK-3-B1
VK-6-B2

J1.3
JI1.4J12.1
2.2
J12.4713.1
0130233324

Paznen 4. MeToas! u
CHUCTEMbI 3aIHUThI
uHpopManuu

4.1

3amuTa uH(GOpPMAIH OT
HECAaHKIIMOHUPOBAHHOTO
jpocryna. Kananel yreuku
uHpopmanuu. CHCTEMBI
aHanM3a 3alUIIEHHOCTH U
0oOHapyXEeHUS BTOPKECHUH.
Mogenu ¥ UICTOUYHUKH
KaHaJIOB yTE€UKH
nHpopmanuu. CriocoObt
HECaHKLIMOHUPOBAHHOTO
JIOCTyIIa K HH(OpMAaIUH.
KomnbloTepHsle cpencTBa
peanu3auy 3auTh B
WH(POPMALMOHHBIX CUCTEMAX.
OO61ue cBesleHus 1o
KIIacCCHIECKO# Kpunrorpadun
U aITOpUTMaM OJI0OYHOTO
mmdposanus. Ludpposas
AJIEKTPOHHAS TIOHCH. /JIek/

VK-6-Y2

JI1.1J11.2
J1.3
JI1.4J12.1
2.4
3105203354

4.2

CamocTosTennbHOe H3ydeHNe
y4aebHOro Matepuana 8 LMS
Canvas: [IpuunHb
HapYIICHUS [EJIOCTHOCTH
napopmarn. OyHKINN
HEINOCPEICTBEHHON 3a1UThI
uHpopManun. 3axadn
3aIIUTH HHOPMAIIHH.
MeTo/1bl ¥ CUCTEMBI 3aIUTHI
uHpopManuu. ArnapaTHbie
CpPe/ICTBA 3aIHTHI.
ITporpamMubIe cpeacTBa
3IIUTHI.
Kpunrorpapuueckue
CpPEICTBA 3aIHTHI.
BrlnonHeHre KOHTPOIBHOM
pabotsl. [Toaroroska
3a4ery ¢ oleHKoit. /Cp/

48

[IK-2-V1 VK-3
-31 YK-6-31
YK-6-¥Y2 YK-6
-B2

JI1.1J11.2
J1.3
JI1.4J12.1
2.4
010203354




43 Pa3paboTka u peanuzamnus 4 2 OIIK-3-B1 VK- | JI1.1J11.2
ajgropuTMa 3-31 J1.3
KPHIITOTpadhIaecKoro JI1.4J12.1
npeoOpazoBanwms. /J1ab/ J12.4713.1

21323354

4.4 [IpoBenenue 3auera ¢ 4 4 OIIK-3-¥1 YK

orenkoit /3agéTCOn/ -3-31 313233 54

S. ®OHJI ONEHOYHBIX MATEPHUAJIOB

5.1. Bonnpocsl 11 caMOCTOATEIbLHOM MOATOTOBKH K 3K3aMeHY (324€Ty ¢ OLIeHKOi)

Bompocs! k 3auery ¢ onerkoii (OIIK-3-31, OIIK-3-Y 1, [IK-2-31, [IK-2-Y I, YK-3-31, YK-3-Y 1, YK-6-31, YK-6-32, YK-6-Y 1, YK-
6-Y2):

L. OCHOBHBIE KOHIENITyaJIbHbIC TTOJIOKEHHUSI CUCTEMBI 3aIlJUThl HH()OPMALUH.

2. KonuenryanbHass Moienb HHPOPMAITMOHHON 0€30MacHOCTH.

3. O030p U CpaBHUTENBHBII aHATN3 CTaHAAPTOB MH(MOPMAIIMOHHON 0€30IMacHOCTH.

4. [TpuyrHbBI HapyIIeHU 0e30IacHOCTH.

5. [NonsTHe MOAUTHKH 6€301IaCHOCTH.

6. Peanmm3anust 1 rapaHTHPOBaHUE MOTUTHKH OE30MaCHOCTH.

7. ITpuHIUTIBI OpraHU3alMy CUCTEMBI 3aIUTHI, HAMIPABIEHUS, CIOCOOBI U METO/bI 3alUTHL
8. CocTaB ¥ Ha3HA4Y€HHUE JOJKHOCTHBIX MHCTPYKLHH.

9. Mopemn 6e30IacHOTO CyOBEKTHOTO B3aHMOJICHCTBUS B KOMITBIOTEPHOH CHCTEME.
10. [ponenypa uaeHTUPHUKAINN U ayTEHTHPHUKALINY.

11. ConpsiKeHue 3alUTHBIX MEXaHU3MOB.

12. ApXWTEKTypa 3aIlUIICHHBIX OMEPAlMOHHBIX CHCTEM.

13. Mopnenu ceTeBbIX Cpe.

14. CoznaHre MexaHu3MOB 0€30MacCHOCTH B paclpelesieHHON KOMIBIOTEPHOH cucTeMe.
15. AyTeHTU(UKAIHS TTOJIb30BaTENCH.

16. dopmanu3zanys 3aAa4y CONpsHKEeHUA. MeToabl CONpsIKEHU.

17. Tunusanus JaHHBIX, HEOOXOAUMBIX AT 00ecredeHHus paboThl CPEICTB COMPSKEHHUS.
18. IlonsiTue BHEUIHEro pas3JensieMoro cepBuca 6e30MacHOCTH.

19. IonsTHe M CBOWCTBA MOIYINS peayM3aliy 3alIUTHBIX (QYHKIHH.

20. OcobenHoctu obecnieueHrs: HHPOPMAITUOHHON O€30MacCHOCTH B KOMITBIOTEPHBIX CETSIX.
21. Crenduka CpeacTB 3alIUTHl B KOMIBIOTEPHBIX CETSX.

22. CereBble MOZENH NEpelauyl JaHHBIX.

23. Tpaucnoprabiit mpotokon TCP u moxens TCP/IP.

24. Mogens B3auMoneicTBusl OTKpBITHIX cuctem OSI/ISO.

25. CoBpeMeHHBIE CPENCTBA MOCTPOEHHUS 3aLUIIEHHBIX BUPTYalbHbBIX CETEH.

26. [IpuHIMIIBI 3aIIUTHI pacpeAeICHHBIX BBIYUCIUTEIBHBIX CETEeH.

27. Pa3paboTka u peanm3aiys alropuT™Ma CeTeBoro (GuibsTpa.

28. [TocTpoeHure 3alUIIEHHBIX BUPTYAIbHBIX CETEH.

29. besomnacHOCTh yAaneHHOro JOCTYyNA K JOKAJIbHOH CETH.

30. 3amuTa MHOOPMAIH OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA.

31. Kanans! yreukn uHbOpManuu.

32. Cucrembl aHaNIN3a 3aIUIIEHHOCTH U OOHAPY)KCHUSI BTOPXKEHHUI.

33. Mopgenu ¥ HCTOYHUKH KaHAJOB YTEUKH HH(OPMAIIHH.

34. Crioco05bI HECAaHKIIMOHUPOBAHHOTO JOCTYIA K MH()OPMAIIHH.

35. KommnbroTepHbie cpeacTBa peanu3aliy 3aluThl B MHOOPMAIIMOHHBIX CHCTEMaX.
36. Knaccuueckast kpunrorpadus U anropuTMbl 0J0YHOTO MIM(POBAHUSL.

37. udposast HIeKTPOHHAS TOITHCH.




5.2. Ilepeuyennb padoT, BLIMOJIHAEMBIX 10 JUCHUILIHHE (Moay 10, npakTuke, HUP) - 3cce, pedepaTsl, NpakTHYECKHE U
pacyeTHo-rpacduIeckne padoThbl, KYPCOBbI€ PA0OTHI, MPOEKThI U JAP.

KoHTpomnbHas paboTa BKI0OYaeT B ce0st BBIOIHEHNE PacYeTHO-Tpadudeckoil paboThl Ha TeMy: "BrrauciieHne Xom-(QpyHKIUH 1
MOANNCH cooOmeHus mudposoit curaarypoit” (OIIK-3-Bl, IIK-2-B1, YK-3-B1, YK-6-B1, YK-6-B2).

Henb pacueTHO-rpaduyeckoil paboThL: H3ydeHUE MPOLEAYPhl XOUIMPOBAHUS COOOIIEHNUS U MOITBEP)KACHHUS €€ DIISKTPOHHOM

1 (POBOI MOIIHCHIO.

Hcxonubie nanHple: o0IIee 3alaHue ISl pacueTHO-TpadUuecKOr paObOThI, TEKCT COOOMICHHUS BHIOUPAETCS CTYICHTOM
CaMOCTOSITETBHO.

3amanue:

1. BriOpathb coobrienre M uiiHON 5 OYKB.

2. IMomyunTs X3m-kox m I coodmenus M npu oMoy x3m-Gyakiun H, B3aToit n3 pexomenmaruii MKKTT X.509.
Bexrop urnimanuzauu HO BEIOpaTs paBHBIM HYIIIO.

3. Berancnuts 1ugpoByro moamuck MetooM RSA mox 21eKTpoHHBIM JOKYMEHTOM M, HCIOJb3ysl pacCUMTaHHBIA X3II-KOA
m U CeKpeTHHIN KiTod d.

4. IMpencTaBuTh cxXeMy IU(POBOI MOAMHUCH C MOAPOOHEIM ONHCAaHHEM €€ (YHKIMOHHPOBAHHUS.

O6mbem pacueTHO-Tpaduueckoit padotsl — 15-20 ctp.

PacueTHo-nosicCHUTENbHAS 3aMIUCKA JOJIKHA COJEPIKATh CIEAYIONINE OCHOBHBIE CTPYKTYPHBIE DJIEMEHTHI:

1. TuTynbHBIN IUCT

2. 3aganue

3. ConepxaHue

4. Beenenue

5. OCHOBHYIO 4acTh, KOTOpast BKIIOYAET B CEOsI: HCXOTHOE COOOIIEHNE U eTO IBOWYHBIN KO, X3IIHPyeMble OJI0KH, HTEPAIIMOHHYIO
IpoLEeNypy BEIUUCIECHUS XOII-3HaYEeHH, BBIUUCICHHYIO IIU(POBYIO MOAMUCH, pe3yabTaT IpoBepku goctoBepHOocTH DIIII.
6. 3akntodeHue

7. CIIUCOK UCIOJIb30BaHHBIX UICTOUHUKOB

8. IIpunoxxenus (Ipu HEOOXOAUMOCTH)

5.3. OIIEHO‘IHLIG MaTepuaJibl, HCNOJb3yeMbI€ VISl IK3aMEHa (onncalme 6I/IJ'IETOB, TECTOB U T.l'l.)

DK3aMeH 10 TUCHUIUIMHE He IPETyCMOTPEH.

DopMOil MPOMEKYTOUHON aTTECTAIMH SBIISCTCS 3a4eT ¢ orieHKod. [IuddepeHnpoBanHas OLeHKa M0 TUCHUILIHHE PACCUUTHIBACTCS
KaK cpeiHee apru(MeTHIECKOe IO pe3yIIbTaTaM BBITIOJTHEHHUS] KOHTPOJIBHOH paboThI M IPOBEPOYHBIX 3aIaHUH IO UTOTaM KaXKI0TO
pasziena AUCIUTLTHEL.

JucranumnonHo 3auer ¢ onenkoi nposoautcsi B LMS Canvas. Tect congepxkur 30 3ananuii. Ha pemmenne orBoaurcs 30 MUHYT.
Pa3pemiennbie MONBITKY - ABE. 3a4YUTHIBACTCS HAMITYUIINN pe3yabTaT.

O6pa3sernr 3aganuii 17151 SK3aMeHa, TIPOBOAUMOr0 AucTaHnnonHo B LMS Canvas:

1. Kputepun ¢prisTpanuy nmakeToB A1 QIIBTPYIOLMIETO MapIIPyTH3aTOpa

a) [P-angpec oTnpaBurens

0) IP-anpec nmomygarens

B) tun npotokona (TCP, UDP, ICMP)
T) e-mail-agpec otnpasurens (SMTP)
) nopt otmnpasurens (TCP, UDP)

e) nopt nonydarens (TCP, UDP)

K) tun coobmenust (ICMP)

2. BersicHUTB OTKPBITBIC CCTCBLIC ITOPTHI MOXKHO C IIOMOIIBIO ITPOTPaMMbI

a) PING

0) IPCONFIG

B) NETSTAT

T) NET

) DIR

3. Boisicnuth HacTpoliku [P-agpeca MOKHO ¢ TOMOIIBIO POTPaMMBbI
a) PING

0) IPCONFIG

B) NET

T) DIR

4. IlocTpoeHue KapThl CETH BOZMOKHO Ha OCHOBE CETEBBIX ITPOTOKOJIOB
a) ICMP

0) ARP

B) HTTP

T) SNMP

) SMTP

e) CDP




5. Ytunura PING npennazHaueHa s

a) HaCTPOMKH TaGJIMILBI MapIIPyTU3aLUH
6) TCCTUPOBAHUA NOCTHIKUMOCTH Y3JIOB
B) obecriedeHUst 6€30MacHOCTH pabOTHI
T) 3a/laHus] MACKH I10JICETU

6. OCHOBHBIMH HCTOYHHKAMH YIpo3 HH(POPMAITMOHHON 0€30MIaCHOCTH SABIISIOTCS BCE YKa3aHHOE B CITHCKE:

a) XUIIEHUE KECTKUX JUCKOB, NOJAKIOYEHUE K CETH, MHCAIIEPCTBO
0) IlepexBaT naHHBIX, XUIIEHUE JAHHBIX, U3BMEHEHUE apXUTEKTYpbl CUCTEMBI
B) XwuleHne TaHHBIX, HOJKYI CHCTEMHBIX aJIMHHUCTPAaTOPOB, HAPYIIEHHE periaMeHTa paboTsl

7. K OCHOBHBIM THIIaM CpeacTB BO3JICHCTBUS HA KOMIIBIOTCPHYIO CETb OTHOCUTCA:

a) KommbrotepHsril cooit
0) Jlornyeckue 3aknanku («MHAHBD»)
B) ABapuiiHOE OTKIIIOUEHHE NMUTAHUS

8. Haubornee pacnpocTpaHeHs! yrpo3sl HHYOPMAIIMOHHOM 6€30MacHOCTH KOPIOPATUBHON CHCTEMBI:
a) [Tokynka nenunensuonHoro 110

0) OmuOKN SKCIUTyaTalliy ¥ HEYMBIIUIEHHOTO M3MCHEHHS PEKUMa PabOThI CHCTEMBI

B) Co3HaTENbHOTO BHEIPEHUSI CETEBBIX BHPYCOB

9. Haubonee pacmpocTpaHeHs! yrpo3bl HHPOPMAIHOHHOW O€301TaCHOCTH CEeTH:

a) PacnipeneneHHbIN HOCTYI KIMEHT, OTKa3 000pyJ0BaHUSA
0) MopanbHbIil H3HOC CETH, MHCANIEPCTBO
B) Cooii (0TKa3) 000pyAOBaHMUS, HEJETATEHOE KOMMPOBAHUE TAHHBIX

10. Yreukoii mH(pOpPMAIMU B CHCTEME Ha3bIBACTCSI CUTYaIlUsl, XapaKTepu3yeMast:

a) [ToTepeit naHHBIX B cUCTEME
0) W3menenneM (opMsl HHGDOpMAIN
B) V3meHeHneM cojepikanus MHPOpMaIUu

11. Yrpo3a uHPpOpMaIMOHHO!N cHCTeMe (KOMITBIOTEPHOM CETH) — 3TO:

a) BepositHOe coObITHE
0) JerepMuHrpoBaHHOE (BCETra OMpeAeTIeHHOE) COObITHE
B) CoObITHE, MTPOUCXOISIIEe HEPHOTUICCKU

12. Pa3HOBUAHOCTSIMH yrpo3 0€30MaCHOCTH (CETH, CUCTEMBI) SIBJSIIOTCS BCE IEPEUNCIICHHBIE B CIIHUCKE:

a) [IporpamMMHbIe, TEXHUYECKHE, OPraHU3alHOHHBIE, TEXHOJIOTHYECKUE
0) CepBepHble, KITMSHTCKUE, CITyTHUKOBBIE, Ha3eMHbBIE
B) JInuHbie, KOPIOPATHBHBIC, COL[HATIbHBIC, HALIMOHATHHBIC

13. Haubonee pacmpocTpaHeHBI CPEACTBa BO3ICHCTBHS HA CeTh ouca:

a) Crna0srif Tpaduk, HHPOPMAIMOHHBIH 00OMaH, BUPYCHl B MHTEPHET
0) Bupychl B ceTH, Tornyeckie MUHBI (3aKIaKd), HTHOOPMAIIMOHHBIN NepexBaT
B) KowmmnbloTepHble cO0H, H3MEHEHHE aIMHUHUCTPHPOBAHUS, TOIOJIOTUH

14. Buas! nHpOpMaIIIOHHON 0€30MaCHOCTH:

a) ITepcoHainbHast, KOpIoOpaTHBHas, FOCyAapCTBEHHAs
0) Knmenrckas, cepBepHast, cereBas
B) JlokanbHas, rnobanbpHast, CMEIIaHHas

15. Lenn nHbOpMAaIIMOHHON 0€30IaCHOCTH — CBOEBPEMEHHOE OOHAPYKEHHE, IIPEIyIPSKICHHE!

a) HECAHKLIMOHUPOBAHHOT'O JOCTYIA, BO3ACUCTBUS B CETU
0) uHcaiiiepcTBa B OpraHM3aIuu
B) Ype3BbIYAHBIX CUTYyaLUH

16. OcHOBHBIE 00BEKTH HH(OPMAIMOHHOH 0€30ITaCHOCTH:

a) Kommnbrorepusie cetu, 0a3bl JaHHBIX
0) HNHpopMalMOHHBIE CHCTEMBI, TICHXOJOTHYECKOE COCTOSIHHE TOJIb30BaTeeh
B) bu3Hec-opueHTHPOBaHHBIE, KOMMEPUYECKHE CHCTEMBI

17. OCHOBHBIMH pUCKaMHU HH()OPMAIIMOHHON 0E30I1aCHOCTH SBJISIOTCS:

a) VickaxxeHue, yMeHbIIeHHE 00beMa, TIepeKOJUPOBKa HH(POPMAITHH

0) TexHMYeCKOe BMENIATENLCTBO, BRIBEICHNE M3 CTPOSI 00OPYIOBaHUS CETH
B) [oteps, uckakeHue, yreuka uHGoOpManuu




18. K ocHOBHBIM d)yHKL[I/IHM CHCTEMBI 0€30IIaCHOCTH MOYKHO OTHECTH BCE MEPCUNUCICHHOC:

a) VYcraHOBNICHNE peTrflaMeHTa, ayIuT CHCTEMEI, BBISIBIICHHE PHCKOB
0) YcTaHOBKA HOBBIX O(HCHBIX NMPHUIOKEHUI, CMEHAa XOCTHHT-KOMIIaHUHT
B) BHenpenue ayreHTHduKanuy, MPOBEPKH KOHTAKTHBIX JAQHHBIX M0Jb30BaTENCH

19. OcHOBHOE cpeAcTBo, obecteunBaroliee KOHGUICHIINATBHOCTh HHPOPMALIUH, IIOCHIIAEMOI IT0 OTKPBITHIM KaHAJIaM Hepenadn
JaHHBIX, B TOM YUCJIC — 10 CETU UHTCPHET:

a) Wnentuduxanms
0) AyTeHTHUKAINL
B) ABTOpH3aus

T) DkcnepTusza

) [udposanue

20. st 6e30omacHOM Hepeaady JaHHBIX [0 KaHATaM UHTEPHET HCIOIb3yeTCs TEXHOIOTUS:

a) WWW
6) DICOM
B) VPN

r) FTP

) XML

21. KoMmuiekc anmapaTHBIX W/HIIH IPOTPaMMHBIX CPEJCTB, OCYIIECTBIAIOMNI KOHTPOIIb U (GUIBTPAIHIO CETEBOTO Tpaduka B
COOTBETCTBHH C 33JaHHBIMU NPABHJIAMH U 3alUIIAIONINI KOMIIBIOTEPHBIE CETH OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA:

a) AHTHUBUpYC

0) 3aMox

B) Bpannmayap

T) Kpunrorpadus

) DKcIiepTHas cucTeMa

22. [pocTeimum criocodoM HACHTH(OUKAINY B KOMIBIOTEPHOI CHCTEME SBJISETCS BBOJA UICHTH(PHUKATOPA MTOIB30BATENS, KOTOPBIN
MMeeT CIIeyIoIee Ha3BaHHe:

a) Toxen

0) Password

B) [Tapons

T) Login

1) CmMmapT-kapra

23. TIpouecc coodmieHHs! CyOBEKTOM CBOET0 MIMEHH MITH HOMEPA, C IIENIbIO MOJIyUeHHUs ONPENCIEHHBIX TOJTHOMOYNH (TIpaB JOCTYyIa)
Ha BBIIIOJTHEHNE HEKOTOPHIX (pa3pelIeHHBIX eMy) NeHCTBUI B CHCTEMAaX ¢ OTPAHMYCHHBIM JJOCTYIIOM:

a) ABTopu3anus

0) AyTeHTUDHUKAIIHS
B) O6e3muarBaHue

T) Jenepconanu3zanus
) Nnentuduxanms

24. TIpouemypa MpoOBEpKU COOTBETCTBHUS CYOBEKTa M TOTO, 32 KOTO OH TIBITaeTCs ce0sl BBIIATh, C MOMOIIBIO HEKOM YHUKAIBHOM

MHPOPMAIUH:

a) ABTopuzanus

0) O06e3muarBaHue

B) Jenepconanuzanus
T) AyTeHTH UKL
) Wnentuduranus

25. Tlporecc, a Takke pe3yabTaT MpoLecca MPOBEPKH HEKOTOPBIX 00s13aTENIbHBIX MAapaMeTPOB IOJIb30BATENS U, IPU YCICIIHOCTH,
NpeoCTaBICHIE eMy ONpe/eIEHHBIX IIOTHOMOYHI Ha BEINIOJHEHNE HEKOTOPHIX (pa3pelleHHBIX eMy) ICHCTBUI B CHCTEMaX ¢
OTpaHWIEHHBIM JTOCTYIIOM

a) ABTopu3zanus

0) Wnentuduxanms

B) AyTeHTHUKaIUA
T) O06e3MunBaHue

) Jenepconanuzauus

26. it TOro 4YTOOB! CHU3UTH BEPOSITHOCTH yTPAThl HH(YOPMAITIH HEOOXOIIMO:

a) PerynsipHo Npou3BOAUTH aHTUBUPYCHYIO IIPOBEPKY KOMIIBIOTEPA

6) PerynsipHO BBINOJHATH NPOBEPKY JKECTKUX JMCKOB KOMITBIOTEpA HAa HAIMYHME OLIMOOK

B) PerymspHo xommpoBaTe HH(GOPMANUIO HA BHENTHHE HOCUTENHN (CepBep, KOMIIAKT-IUCKH, (QII3II-KapTHI)
T) 3alUTUTh BXOJ Ha KOMIIBIOTEP K JaHHBIM HapoJIeM

) [IpoBoauts nepuoanyeckoe obcmyxuBanue 11K




27.

a)
0)
B)

28.

a)
6)

B)

29.

a)
6)
B)

30.

a)
0)

B)

31
a)

B)

32
a)
6)
B)

33.

a)
6)
B)

34.

a)
6)
B)

35.

a)
0)

B)

36.

a)
6)
B)

37.

a)
0)
B)
r)
)
e)

38.

a)
6)
B)

39.

a)
0)

K npaBoBeIM MeTO1aM, 06eCIIEYNBAIOINM HH(POPMAIMOHHYIO O€3011aCHOCTh, OTHOCSITCS:
Pa3paboTka ammapaTHBIX CPeICTB 0OECIIeUeHNs IPABOBBIX JTAHHBIX
Pa3paboTka 1 ycTaHOBKA BO BCEX KOMITBIOTEPHBIX NIPABOBBIX CETAX KYypPHAJIOB ydeTa JEHCTBHI
Pa3paboTka 1 KOHKpeTH3alMs MPaBOBBIX HOPMATUBHBIX aKTOB oOecreueHusi 0e30MacHOCTH

[TprHIMNOM MOIUTHKY NH(OOPMAITHOHHON 0€30TTaCHOCTH SBIIAETCS IPUHIINIL:
YcuneHus 3alIUIEHHOCTH CAMOT0O HE3alIUIIEHHOTO 3BeHa CETH (CHCTEMBI)
Ilepexona B 6e30macHOE COCTOSIHHE PabOTHI CETH, CUCTEMBI
IlonHoro nocryna mosib3oBaTenell KO BCEM pecypcaM CETH, CUCTEMBbI

IIprHIMIIOM MOJUTHKH HHPOPMALMOHHON 0€30MIaCHOCTH ABJISAETCS IPUHLIUIL:
Paznenenns mocryma (00s3aHHOCTEH, IPUBUIICTHI) KIMCHTaM CETH (CHCTEMBI)
OIHOYpOBHEBOH 3aIIUTHI CETH, CUCTEMBI
COBMGCTI/IMI)IX, OJHOTHUITHBIX NPOTrPAMMHO-TEXHUYCCKUX CPEACTB CETU, CUCTEMbI

Hudopmanus, KOTOPYIO ClienyeT 3aliiaTh (10 HOPMATHBaM, IPaBHIIaM CETH, CHCTEMbI) Ha3bIBACTCS:
PernamenTupoBaHHOI
[IpaBoBoit
3amuaemMoit

. OKOH‘-IaTeJII)HO, OTBCTCTBCHHOCTH 3a 3allIMIICHHOCTh JAHHBIX B KOMHLIOTCpHOﬁ CCTH HECCT:

Bnagenern cetn
AIMUHHCTpPATOP CETH
ITonw30BaTens ceTn

. [Tonutrka 6€30MaCHOCTH B CUCTEME (CCTI/I) — 3TO KOMIIJICKC:

PykoBoxcTB, TpeOoBaHmii obecriedeHnss HEOOXOIMMOTO YPOBHS 0€30MIaCHOCTH
WuCcTpyKUMii, alropuTMOB MOBEICHUS II0Ib30BaTEN] B CETH
HopMmsbl nH(bOpMaLnOHHOrO Mpaea, COOII0AAaEMbIE B CETH

Hawnbonee BaXXHBIM IIPU peann3auy 3alUTHBIX Mep TOJNTHKN O0€30IaCHOCTH SIBIISIETCSL:
AynuT, aHanu3 3aTpaT Ha NMPOBEJCHHUE 3alIUTHBIX Mep
Aymut, aHanu3 6e3011acHOCTH
Aymut, aHanu3 ysI3BUMOCTEH, PUCK-CUTYyaI[UH

K ocHOBHBIM npuHIUIIaM oOecTiedeHUs] THPOPMALMOHHOH 0€30aCHOCTH OTHOCHTCS:
DKOHOMHUYECKOH dPPEKTHBHOCTH CHCTEMBI OE30MaCHOCTH
MHoromiaTpopMeHHOH peanu3aii CUCTEMBI
VYcunenus 3alIMIIEHHOCTH BCEX 3BEHBEB CHUCTEMBI

[TprHIMNIOM HHYOPMATMOHHOH 6E30TTaCHOCTH SBIISETCS IIPHHITAIT HEAOITYIICHHS:
HeonpasnanHBIX orpaHndeHHit npu pabote B ceTH (cucreme)
PuckoB 0€301acHOCTH CETH, CUCTEMBI
[pe3ymIy CeKpeTHOCTH

Ipunuun Kupxroga:
CeKpeTHOCTb KIII0Ya OIpeiesieHa CEKPETHOCTBIO OTKPBITOrO COOOLICHUS
CekpeTHOCTh HHPOPMANIUH ONIPEAEIeHa CKOPOCTHIO Mepeadl JaHHBIX
CeKpeTHOCTh 3aKPBITOTO COOOIIEHUS ONPEAENIeTCs CEKPETHOCTRIO KIIF0Ya

Cucrema 3aIuThl HHOOPMAIMH TOJDKHA YIOBIETBOPATH TPEOOBAHHAM
OXBATBIBATh BECh TEXHOJIOTHYECKHUI KOMIUIEKC MH()OPMAI[MOHHON eI TETBHOCTH
OBITH Pa3HOOOPA3HOM MO UCIOJIB3YEMBIM CPEICTBaM

OBbITh OTKPBITOH JUIl H3MEHEHHS U JIOTIOJIHEHHSI Mep

OBITH HECTAHIAPTHOM, pa3HOOOPa3HOH

OBITH HAJEKHOM

BCE M3 IEPEUUCICHHOTO

HHYETO U3 MEePEUHCICHHOTO

B 4Kci10 OCHOBHBIX MPUHIMIIOB apXUTEKTYPHOH 0E30IacHOCTH BXOJSAT:
ClIeJOBaHKE TPU3HAHHBIM CTaH/IAPTaM;

MMPUMEHCHUEC HECTaHAaPTHBIX peHIeHI/Iﬁ, HC M3BCCTHBIX 3JIOYMBINIJICHHUKAM,
pa3HooOpa3ue 3alUTHBIX CPEICTB.

B 9ncno oCHOBHBIX MPUHIMIIOB apXUTEKTypHOU 0E30IIacCHOCTH BXOJST:
YCHJICHHE CaMOTo C1aboro 3BeHa;
yKperyieHue Haubojiee BEpOSITHOr0 00BbEeKTa aTaku;




B) SIIETIOHHPOBAHHOCTH OOOPOHBI.

40. YcrpoifcTBO T HISHTH(GUKAINT TTOJIB30BaTEINeH, IpecTaBisionee co0ol MOOMIFHOE IEPCOHANBHOE YCTPOICTRO,
HATIOMHHAIOIINE MaJeHbKUH TIeHKep, He TIOACOSTUHIEMbIE K KOMIIBIOTEPY U IMEIOIINE COOCTBEHHBIM UCTOYHUK TTUTAHMSL:
a) Toxen

0) ABTOHOMHBI TOKEH

B) USB-Token

T) VYerpoiictBo iButton

) Cwmapr-kapra

41. ANTOpHUTMEI peaTbHOTO BPEMEHH, 3apaHee Ha3HAJYarolIue KaXxIOoMy Iporeccy (GUKCHPOBAHHBIM IMPHOPUTET, IOCIE YEro
BBIMOJHAIOIIUE TPHOPUTETHOE TIIAHUPOBAHHE C EPEKIIOUSHUSIMHU, HA3BIBAIOTCS:

a) CTaTu4ecKuMH aIropuTMaMu

0) ArnroputMel RMS

B) JIMHAMUYeCKIMH aITrOpPUTMaMH

42. CuctemHBIe (haliinbl, 0OecTIeuBAaONINe TTOATEPKKY CTPYKTYp (ailloBOi CHCTEMBI, HA3BIBAIOTCS:
a) Karanoru

0) CuMBoOIBbHBIE (paliibl

B) Perynspubie daiinbt

5.4. MeToauka oLleHKH OCBOeHHsI JUCHMILUINHBI (MoayJs, npakTuku. HUP)

Pabota orjeHHBaeTCs HAa OTIIMYHO, ECIU:

- TEOPETHIECKUE CBEACHUSI U3JI0KEHBI B JOCTATOYHOM 00BEME, YETKO H IIOCIEA0BATEILHO, HCCIAECAYIOTCSI M CPAaBHUBAIOTCS PA3HBIC
HOAXOIbI, METOIUKHU, IPUBOISTCS COOCTBEHHBIC CYKACHHS U BBIBOJIBI, JAIOTCS CCBUIKM HA HCTOYHHUKH, TEKCT HAITUCAH TPAaMOTHO,
CTWJIMCTHYECKH BBIJIEPXKaH U 0OPMIIEH B COOTBETCTBHHU C TPEOOBAHUSIMH.

- IPUBEZICHO OIMCAHKE BCEX Pa3AENIOB pabOTHI Pa3BEPHYTO, B IIOJHOM 00beMe, U(POBast HOANCH MPEACTABICHA C TIOJPOOHBIM
OIMHCaHNEM e¢ (DYyHKIIMOHUPOBAHMS, IPOBECHA poBepKa goctoBepHOCTH DIIIT.

B 1estom 1o pabote: paccraBieHbl CChIJIKM HA HCTOYHUKH, TEKCT HAITMCaH IPaMOTHO, CTHIIMCTHYECKHU BBIJEPKaH, 0(OpMIICH B
COOTBETCTBUH C TPEOOBAHHMAMH.

BrimonHeHwe paboTHI OIEHUBACTCS KaK XOpOIIee, eCIIM OHa COOTBETCTBYET BCEM KPUTEPHAM, IEPEUHCIICHHBIM BEIIIE, HO
OTCYTCTBYET ONUCAHUS U CPABHEHUSI PA3HBIX MOAXOAOB, METOAMK U T.J. C MOCIEAYIOMNM (POPMHUPOBAHHUEM COOCTBEHHBIX BBIBOJIOB
Ha JIaHHbIH cueT. [IpuBeieHO onncaHue BCeX pa3ziesioB paboThl, HO ONMcaHue (QYHKIHMOHUPOBAHUS IIPEACTABICHO KPATKO,
OTCYTCTBYIOT ITOSICHCHHUSL.

B mienom o pabote: paccTaBIeHbI CCBUIKM HA HCTOYHHUKH, TEKCT HAITUCAH TPAMOTHO, CTIINCTHYECKHU BBIICpP)KaH, 0(hOPMIIEH B
COOTBETCTBUH C TPEOOBAHHUAMH.

BrinonHeHne paboThl OLIEHUBACTCS KaK YIOBIECTBOPHTEIBHOE, €CIIM OHA COOTBETCTBYET BCEM KPHTEPHSM, IEPEUHCIICHHBIM BEIIIIE,
HO B pabOTe OTCYTCTBYIOT OTIMCAHUS U CPABHEHHUS PA3HBIX MOX0J0B, METOJHK U T.JI. C TIOCIIEAYIONMM (OPMHUPOBAHUEM
COOCTBEHHBIX BBIBOJIOB Ha JaHHBIN cueT. Onucanue GyHKIIMOHUPOBAHUS MIPEACTABICHO KPATKO, OTCYTCTBYIOT TOSICHEHUSI.
OtcyTCcTBYeET pe3ysbTaT NpoBepkHu Jocroseprocty DT,

Ecmm pacuetHo-Tpadmaeckas pabota He COOTBETCTBYET KPUTEPHSIM, IEPSUHCIICHHBIM BEIIIE, TO OLICHUBACTCS
HEYJOBJICTBOPUTEIIHHO.

6. YHEBHO-METOAWYECKOE U HTH®OPMAIIMOHHOE OBECIIEYEHME

6.1. Pexomenayemas iureparypa

6.1.1. OcHoBHas JIMTEpaTypa

ABTOpBI, COCTaBUTEIH 3arinaBue Bbubnuoreka W3natenscTBO, TOA, 311 aapec
JI1.1 |bapuueB C.I'. OCHOBBI COBpEMEHHOI M.: Topsayast nunus —Tenexom, 2002,
kpunrorpaduu: Yued. Kypc
JI1.2 | Heuaes B.U. DneMeHThI KpunTorpaduu: M.: Beicmas mik., 1999,
VYueb. mocobue
JI1.3 | AB. Qyumxkun, O.B. MeTon010ru4ecKue OCHOBBI Boponex : Boponexckast
Jlankus, C.B. MOCTPOCHUS 3aLIHIIEHHBIX rOCYIapCTBEHHAS JICCOTEXHUYECKAsI
ITorexenkuii u np. aBTOMATU3MPOBAHHBIX CUCTEM: akanemus, 2013,
yaeOHOe mocoone http://biblioclub.ru/index.php?
page=book&id=255851
JI1.4 | Cepreesa 1O.C. 3ammra nHGOpMAIIN: Mocksa : A-Ilpuop, 2011,
KoHcrmekT nekiuii: yaeoHoe http://biblioclub.ru/index.php?
nocobune page=book&id=72670

6.1.2. Jlono/HUTEIbLHAS JIUTEPATYpa

ABTOpBI, COCTaBUTEIH 3arimaBue Bbubnuoreka W3natenscTBo, TOA, 311, aapec




ABTOpBI, COCTaBUTENHU 3armaBue Bubmmnorexa M3parenscTBO, roa, 3i1. anpec

JI2.1 |(Bb.M. ®unummos, O.I'. | MadopmarmonHas Mocksa ; bepnus : lupext-Menua, 2019,
IlepctHeBa 6e30macHOCTh. OCHOBBI http://biblioclub.ru/index.php?
HAJI)KHOCTH CPENICTB CBS3H: page=book&id=499170
y4eOHUK
J12.2 | Ocumenko A.JL. Boprba ¢ mpecTyrmHOCThIO B M.: HOPMA, 2004,

rI100aIbHBIX KOMITBIOTEPHBIX
cersix: MoHorpadus

JI2.3 | B.W. ABepueHKOB, Crnyx0a 3auiiThl THPOPMAITUH: Mockga : M3narensctBo «DaunTa, 2016,
M.IO. PrrToB OpraHM3aIys U yIpaBlIcHUE: http://biblioclub.ru/index.php?
yueOHOe mocodue A1l By30B page=book&id=93356
JI2.4 |B.WU. ABepucHKOB, CucTeMBI 3alINATHI Mocksa : M3gatensctBo «DnuaTan, 2016,
M.IO. Pritos, I'.B. WHQPOPMAITUH B BEIYIIHX http://biblioclub.ru/index.php?
Konapamms, M.B. 3apyOeKHBIX CTpaHax: yaeOHOoe page=book&id=93351
Pynanosckuit nocoOue i By30B

6.1.3. MeTroanueckue pa3padoTku

ABTOpBI, COCTaBUTENTU 3arnaBue Bubmmorexa M3parenscTBO, roa, 311. anpec
JI3.1 |M.A. Jlanuna, I.M. KowmrmurexcHoe obecrieueHne Crasponons : CeBepo-KaBkasckuit
Mapkos, T.A. T'um, uH(pOpPMALMOHHON OenepansHbiil yausepcuret (CKDY),
M.B. IleckoB 0e30macHOCTH 2016, http://biblioclub.ru/index.php?
aBTOMATH3HPOBAHHBIX CHCTEM: page=book&id=458012

71a00PaTOPHBII MPAKTUKYM

6.2. [lepeyennb pecypcoB HHGOPMALMOHHO-TEIEKOMMYHUKANMOHHOH ceTn « AHTepHET»

31 |Hayunas snexrponnas 6ubmmorexa eLIBRARY https://www.elibrary.ru/
32 |LMS Canvas https://Ims.misis.ru

73 |H® HUTY MUCuC http://nf.misis.ru/

D4 | Yausepcurerckas oubnmmorexka ONLINE https://biblioclub.ru/

6.3 Ilepeuennb MPOrpaMMHOIO odecnedeHust

6.4. IlepeyeHb MHPOPMALMOHHBIX CIIPABOYHBIX CHCTEM U PO eCcCHOHAIBHBIX 023 JaHHBIX

N.1 |http://docs.cntd.ru/document/1200121984 - Kpuntorpaduueckas 3anura nHGOpMaIu

n2

.3 |http://www.inside-zi.ru/ - XKypnan «3amura nanpopmannu. Uucaiim

N.4 |https://lib.itsec.ru/articles2/allpubliks - XKypran Mupopmannonnas 6€30macHOCTb

n.5 |http://www.intuit.ru/ - Harmonansssrit OTkpeITEIl YHEBepcuter "MHTYUT"

N.6 |https://elbib.ru/ - Hay4Has anekTpoHHast 6HOIHOTEKA

8. METOAUYECKHE YKA3AHUSA 1JIAA OBYYAIOIIUXCA

OcBoeHNE AUCIUILTHHEI IPEIoIaraeT Kak MPOBeACHIE TPAJHIHOHHbBIX AyAUTOPHBIX 3aHATHH, TaK U pabOTy B 3IEKTPOHHOI
nHpopmanmonHo-obpazosarenbHoit cpene HUTY « MUCuCy» (BUOC), yacThio KOTOPOH HEMOCPEACTBEHHO MPEAHA3HAYCHHON IS
OCYIIECTBIICHHS 00pPa30BaTEIHLHOTO Mpoliecca SBIIETCS DICKTPOHHBIN 00pa3oBaTenbHbIN pecypc LMS Canvas. OH nocTymneH mo
URL anpecy https://Ims.misis.ru ¥ m0O3BOJISET UCTIONB30BATh CIIEIUANBEHBIA KOHTEHT U 2JIEMEHTHI JJIEKTPOHHOTO 00yJIESHUS U
JICTAHIMOHHBIX 00pa3oBaTeIbHbIX TexHoMoruid. LMS Canvas HCHoIb3yeTcs MPEUMYIIIECTBEHHO AJIsI ACHHXPOHHOTO
B3aMOJICHCTBHS MEXIY YIaCTHUKAMHU 00pa30BaTEIBHOTO IPOIecca MOCPEICTBOM ceTH «IHTepHeT.

Yto0O5! 3¢ GeKTHBHO HCTIONB30BaTh Bo3MoxkHOCTH LMS Canvas, a COOTBETCTBEHHO H YCIICITHO OCBOUTH TUCIUIUIHHY, HY)KHO!

1) 3apeructpupoBaThcs Ha Kypc. I 3TOT0 HyXHO HEpelTH 0 CChUIKE ... JIOTHH ¥ maposb COBIANAET C JOTMHOM U MapoJeM OT
muHoro kadounera HUTY MUCuC;

2)B pyOpuke «B Hadamo» 03HAKOMHTHCS C COAEPKAHUEM Kypca, BOIIPOCAMH JUIS CAMOCTOSITEITFHOM MOATOTOBKH, YCIOBUSMA
JIOMyCKa K aTTeCTaINH, (GopMOii MPOMEKYTOTHOH aTTeCTAINH (3a4eT/3K3aMeH), KPUTSPHUSIMH OLICHUBAHUS 1 JIp.;

3)B pyopuke «Momynu», 3aX0/isl B COOTBETCTBYIOIINE Pa3Aeibl U3ydaTh yueOHbIe MaTepHabl, pa3MelleHHbIe penojaBareineM. B
T.4. ITOJB30BATHCS JIUTEPATYPOH, peKOMEHIOBAHHOW TpeIojaBaTesieM, Iepexo/is 10 CChUIKAM;

4)B pyopuxe «budnnorexa» BO3MOXKHO ITOIOUPATH IS BEITTOJTHEHHS IINCHMEHHBIX padoT (KOHTPOJIBHEIE, JOMAIIHIE pabOoTEHI,
KypCOBbIE pabOTBI/IIPOEKTHI) INTEPATypy, pasmenienHyo B ObC HUTY «MHCuC;

5)B pyOpuKe «3amaHus Hy)KHO 03HAKOMHUTBCS C COZICPKaHHEM 3aJlaHusl K MICbMEHHOM paboTe, CPOKaMH CAAa4YH, KPUTEPUSIMU
OLICHKH. B ycTaHOBIIEHHBIE CPOKH BHIITOTHUTH PaOOTY(Bl), IIOATPY3HUTH 3/1€Ch JKe JUIS MPOBEPKH. Y JOOHO Ha3bIBaTh (haii paboTsI
cienyromuM 00pa3oM (Ha3zBaHue TpeaMeTa (CoKkpamnieHHo), rpynmna, @O, nata akryanusanuu (TIpU MOBTOPHOM Pa3MEIICHHUH)).
Hanpumep, Oxonomuka MBanos M.M. BMT-19 20.04.2020. Ecnu paboTta cogep:KUT pUCYHKH, (POPMYIIBI, TO C IIENBI0 COXPAaHEHUS
(dhopmaTHpoBaHus ee HYKHO moarpyxath B pdf popmare.

Pabota, moarpyxaemas I IPOBEPKH, TOJDKHA:

- coJepKaTh Bce CTPYKTYPHBIE JIEMEHTHI: TUTYIBHBIHN JIHCT, BBEICHNE, OCHOBHYIO YaCTh, 3aKITIOUCHNUE, CIICOK HCTOUYHHUKOB,
NpUIoKeHUs (Mpu HEOOXOAMMOCTH);




- OBITH O(hOpMIIEHA B COOTBETCTBUU C TPEOOBAHUSIMHU.

[IpenonaBarespb B TEYEHHE YCTAaHOBICHHOT'O CpOKa (He OoJiee ecsTH JHEeH) mpoBepsieT paboTy U pa3MelaeT B KOMMEHTapUsIX K
3aJJaHUIO PEIeH3NI0. B Hell OH yka3bIBaeT Kak MOJOKUTENBHBIE CTOPOHBI paboTH, Tak 3aMedanus. [Ipn Hanuauu B perneH3nn
3aMeJYaHnil U peKOMEHIalNi, Hy’)KHO BHECTH IIOIIPAaBKH B PabOTy, MOATPY3UTH €€ 3aHOBO IS IIOBTOPHOII poBepkH. [Ipu 3Tom
Ba)KHO CIIEJIUTH 32 CPOKAMH, B TEUCHHE KOTOPBIX JOKHO OBITH BBIOTHEHO 3a7aHue. [Ipy HapylIeHHH CPOKOB, YKa3aHHBIX
HperoiaBaTeIeM BO3MOXXHOCTh OATPY3HTh PAOOTY OCTAETCsI, HO CHCTEMA BBIBOJUT COOOIIEHNE O HApyIICHHH CpoKoB. [1o
OKOHYaHHH CEMECTpa IIOATPY3UTE paboTy HE MOTYIHUTCS;

6)B pyOpuke «TecTsl» IPOUTH TECTOBBIC 3aJaHHs, OCBOMB COOTBETCTBYIOIINIT MaTepual, pa3MeLIeHHbIH B pyOpuke « Moy,
7)B pyopuke «OLEHKH» OTCIIEKUBATh CBOIO YCIIEBAEMOCTb;

8)B pyopuke «OOBSIBICHUS» YATATh OOBABICHNS, pa3MellaeMble IIpero1aBaTelieM, TaBaTh OOPaTHYIO CBA3b;

9)B pyopuke «O0CyX)IeHHUS» CO3AaBaTh 0OCYKICHHSI M YIaCTBOBATh B HUX (00CYKIAr0TCs 00IIMe MOMEHTHI, BEI3BIBAIOIINE
BOIMPOCHI y OONBIIMHCTBA IPYNIbI). JJaHHAs pyOprKa Takke MOXKET ObITh HCIIOIB30BaHa JIJIsl B3aUMHON IPOBEPKH;

10)posIBIATH pEryasipHYIO aKTUBHOCTB Ha Kypce.

[IpenMyIiecTBEHHO AT CHHXPOHHOTO B3aMMOJIEHCTBHS MEXIY YIaCTHIKaMH 00pa30BaTeIBHOTO IIPOIIEcca OCPEICTBOM CETH
«uTepHer» ucnonbdyercs Microsoft Teams (MS Teams). UTOOBI MOHOLIEHHO HCIIOIB30BATH €TO0 BO3MOKHOCTH HY)KHO
yCTaHOBUTH npuitoxkeHne MS Teams Ha epcoHaNbHbIA KOMITbIOTEP U TenedoH. CtapocTaM Hy)XKHO co3aath rpymiy B MS Teams.
YdacTue B TpyImie mo3BOJIseT:

- CITyIIaTh JEKIIH;

- paboTaTh Ha MPAKTHUECKUX 3aHATHSIX;

- OBITB Ha CBSA3M C NIPEIOaBaTEeNeM, 33/1aBasi My BOIIPOCHI HIIM OTBEYAsi HA IO BOIIPOCH! B O0IIEM YaTe IPyIIbI B pabouee BpeMsi C
9.00 o 17.00;

- OCYIIECTBIIATH COBMECTHYIO paboTy Haj JOKyMeHTaMHu (BkiIagka «Daiimsr).

I[Tpu npoBeeHNY 3aHATHI B IUCTAHIIMOHHOM CHHXPOHHOM (hopMaTe HyXKHO BCEr/ia padoTaTh ¢ BKIIOUCHHOW KaMEepOH.
Hckimodenne — eciii mperofaBaTellb MOMPOCHT OTKIIOYNTE KaMephl i MEKPO(OHEI B CBS3M ¢ OoipImMu moMexaMu. Ha aBatapkax
JIOJDKHBI OBITH MCKIIFOUUTENIFHO JIETIOBBIE (DOTO.

IIpu npoBeaeHUH NEKIIMOHHO-TIPAKTUYECKHUX 3aHATUI BeAETCA 3alUCh. DTO JaeT BO3MOKHOCTb IIPOCMOTPA 3aHITHUS B CIIydae
HEBO3MO)KHOCTH NPHCYTCTBUS HA HEM WIIH IIPH HEOOXOIMMOCTH BHOBb OOPATUTCS K MATEpHAIy M 3aHOBO €TI0 IIPOCMOTPETb.




