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YacoB 1o yaeOHOMY IUIaHy 180 ®DopMbI KOHTPOJISL B CEMECTpaAX:

B TOM YHCJIC:

ayAUTOPHBIC 3aHATUS

3a4eT C OLIEHKOM 7
68

caMoCTOsITeNbHAs paboTa 112

Pacnpe)le.ﬂe}me YacoB JUMCHHUIIMHBI 110 ceMecCTpaM

CemecTtp
(<Kypc>.<Cemectp Ha 7 (4.1)
Kypee>) Hroro
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Bun 3anaruit i | PO | VI PII
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JlabopaTopHsbie 17 |17 |17 |17
IIpakTuyeckue 17 (17 |17 |17
Uroro ayn. 68 |68 |68 |68
Konrakrhas pabora 68 |68 |68 |68
Cam. pabora 112 | 112 | 112 | 112
HUtoro 180 | 180 | 180 | 180




1. HEJIX OCBOEHUA

1.1 | Llenm ocBOGHMS TUCIUIUIMHEL: IIOHUMAaHUE MOJENICH U CTaHAAPTOB NH(DOPMAIIIOHHON 0€30IacCHOCTH, YCBOCHHE METOI0B
3aIIUTH HHPOPMALMOHHBIX CUCTEM, TPHOOPETEHHE TEOPETHUECKUX 3HAHUH U IPAKTHYECKUX HABBIKOB MO UCIOIb30BAHUIO
COBPEMEHHBIX ITPOrPAMMHBIX CPEICTB JUlsl oOecniedeHnst THHOPMaMOHHOH 6E3011aCHOCTH U 3aIllUThl HHPOPMAIUH OT
HECAHKLIMOHUPOBAHHOI'O UCIIOIb30BaHMUS.

1.2

1.3 | 3agauu:

14]- N3YIUTHb OCHOBHBIC TCOPETUYCCKHUE MOJIOKEHUS 3alIUThI I/IH(bOpMaL[I/II/I, IIPUYHHBI HapyIHeHI/Iﬁ 6630HaCHOCTI/I;

1.5 | - HOTYYUTh NPAaKTUUECKUE HABBIKA PaOOTHI C COBPEMEHHBIMH CETEBBIMU (PHIIBTPAMH U CPEICTBAMU KPUIITOrpapruecKoro
npeoOpa3oBaHust HHPOPMALHH.

2. MECTO B CTPYKTYPE OGPA3OBATEJIbHOM ITPOI'PAMMBI

bnoxk OIIT: b1.B.JIB.03

2.1 TpeboBanus k l]pe)lBa]Pl/lTeﬂbHOi/i NOAr0TOBKE 00y4aro1erocs:

2.1.1 MO}ICJ’II/IpOBaHI/Ie MCTAJUTYPTHUCCKUX MPOLECCOB C MCIIOJIB30BaAHUEM COBPEMCHHBIX IIPOTrPaAMMHBIX IIPOAYKTOB

2.1.2 | DAeKTpOTEeXHUKA, SJICKTPOHUKA M CXEMOTEXHUKA

2.13 BeruuciaurensHbie CHUCTEMBI, CETH U TCICKOMMYHUKAIIUH

2.1.4 | SI3BIKM IPOTPaMMHUPOBaHUS

2.1.5 |[Hudopmaruka

2.1.6 | CASE-texHOJOrHU

2.1.7  |IIporpamMMHasi HH)XEHEPHsI

2.1.8 | YuebHas mpakTHKa [0 MOJYYCHHIO IEPBUUHBIX MPO(ECCUOHATBHBIX YMEHHHA

2.1.9 |HHdpopManmoHHbIE CUCTEMBI U TEXHOJIOTHH

2.2 JAucunnimHbl (MOIy/IH) U PAKTHKH, VI KOTOPBIX 0CBOCHHME JAHHON AUCHMIIIMHBI (MOAY/IS) HE00X0AUMO KaK
npeaecTByIolee:

2.2.1 |WudopmanmonHas 6€30MaCHOCTD

2.2.2 | OCHOBBI MUKPOIIPOLECCOPHON TEXHUKH

2.2.3 |IloaroroBka K Impomeaype 3aluThl U 3aIIUTa BBITYCKHOM KBANTH(HUKAIMOHHOW paOOTEI

2.2.4 |IIpepnuiuioMHas MpaKTHKa

2.2.5 |LludpoBblc TBOWHUKHN B METAILTYPTUH

3. PE3YJIbTATBI OBYUYEHUS IO JUCIUITIJIMHE, COOTHECEHHBIE C ®OPMUPYEMBIMHA
KOMIIETEHIUAMHA

ITK-1: CnocoGen BBIMOJIHATHL PadOTHI 10 KPUTHYECKOMY aHAIN3Y QYHKIIMOHMPOBAHMSI TEXHUYECKHX CHCTEM, BBISIBJISATD
00beKTbI HHPOPMATH3AIMH U OCYLIECTBJATH PA0OTY MO CO31AHHIO WJIH COBEPIIEHCTBOBAHUIO HHPOPMALMOHHOI CHCTEMBI

3HaTh:

TIK-1-31 npuMeHsATh METOBI MPOESKTUPOBAHUS IPUKIAHBIX TEXHOIOTUH U CUCTEM

OIIK-2: Cnioco0eH MOHUMATH NPUHIHUIIBI PA00THI COBPEMEHHBIX HH(POPMANIMOHHBIX TEXHOJIOTHIi ¥ MPOrPAMMHBIX CPEICTB,
B TOM YHCJI€ OT€YECTBCHHOI'0 NMPOU3BOACTBA, U UCMTOJIB30BATHh UX IIPU PEIICHUM 3a1aY npoxpeccnonanbnoﬁ AeATECJIbHOCTH

3HaTh:

OIIK-2-31 meToapl MaTEMaTHYECKOTO aHAJIN3a U MOJICIIUPOBAHHUS,

ITIK-1: Cnoco0eH BbINOJHATH PA00THI 10 KPUTHYECKOMY AHATU3Y (PYHKIIMOHHPOBAHUS TEXHMYECKHX CHCTEM, BbISIBJISATh
00beKThl HH(pOPMATH3ALMH U OCYIIECTBJATL Pa0OTY 110 CO31aAHUI0 MJIM COBEPLICHCTBOBAHUIO HHPOPMALIHOHHOH CHCTEMbI

Ymern:

I1K-1-¥Y1 meronamu NpoeKTUPOBaHUS NPUKIIAIHBIX TEXHOJIOIUH U CUCTEM

OIIK-2: Cnioco6eH NOHUMAThL NPUHIMIIBI PA00THI COBPEMEHHBIX HHGOPMALIMOHHBIX TEXHOJIOTHIl M IPOrPAMMHBIX CPE/ICTB,
B TOM YHcCJIe 0Te4eCTBEHHOI0 MPON3BO/ICTBA, M HCIO0JIb30BATh UX NPHU PelieHNH 3a1a4 NPOo(ecCHOHATBHOI JesiTeTbHOCTH

YMmerb:

OIIK-2-Y1 npuMeHATh METObI IIPOCKTUPOBAHNUS IIPUKIAJHBIX TEXHOIOTUN U CUCTEM

Baagern:

OIIK-2-B1 meTonamMy NpoeKTUPOBaHUS NPUKIIaIHBIX TEXHOJIOTUNA U CUCTEM




4. CTPYKTYPA U COJAEP)KXAHHUE

Koa
3aHATHS

HaumeHoBaHue pa3neiioB u
TeM /BMJ 3aHATHS/

Cemectp
/ Kypce

Yacos

dopmupyemble
HHIUKATOPHI
KOMIeTeHI Ui

JlutepaTtypa
H L.
pecypchl

IIpumeuanne

KM

Boinmosn
sieMble
padoTsl

Pa3gen 1. OcHoBBI
HH(OpMALHOHHOM
6e30aCHOCTH M 3aIIUTHI
uHopmanun

1.1

OCHOBHBIE KOHIIENITyaJIbHBIC
MOJIO>KEHUS] CHUCTEMBI 3aIlUTHI
HHPOPMAITUH.
KonuenryanbHas Moaenb
nH(pOPMALTHOHHOH
6e3onmacnoctu. O630p 1
CPaBHMTEIbHBIN aHAIU3
CTaHIAPTOB
nH(pOPMALMOHHOH
6e301acHOCTH.
HccnenoBanue npuuuH
HapyIIeHUH 6e301aCHOCTH.
[lonsTe nonuTHKN
6esonacHocty. Peanuzanus n
rapaHTHPOBAHUE TIOJNTHKA
6e3omacuocty. IIpHHITHIIEL
OpraHM3aI1 CUCTEMBI
3aIINTHI, HAIIPABICHUS,
CIIOCOOBI M METOJIBI

3amuThl. /Jlex/

OIIK-2-B1

J1.3
J1.4J712.1
2.3
J12.4]13.1
0135293 54

1.2

CaMOCTOSITeTbHOC U3YUCHUE
y4eOHOT0 MaTepHana B
SIICKTPOHHOM Kypce:
OCHOBHBIC TIOHATHUS U
onpexaeneHus. CoBpeMEHHOE
COCTOSIHUE U TTEPCIIEKTHBBI
Pa3BUTHS 3AIIUTHI
uHpopmaruu. OoIas
npobaeMa HHHOPMAITMOHHOM
6e3omacHoCTH
MHPOPMALMOHHBIX

cucrem. /Cp/

26

TIK-1-31

J1.3
J11.4J12.1
J2.3
J12.4J13.1
01322393 54

1.3

3amuTa HHGOPMAIHH TIPH
peannzanyn
UH(POPMALMOHHBIX
nporeccoB (BBOII, BBIBO/,
nepenada, ooOpadboTKa,
HaKOIUICHUE, XPAaHEHHUE).
CraHJapThl 1 HOPMaTHBHO-
METOMYCCKUE JOKYMEHTHI B
obractn obecrieueHns
uH(pOPMALMOHHOH
6e3onacHoctu. CocTtas u
Ha3Ha4YeHHE TOJDKHOCTHBIX
uHcTpyKimit. /Ip/

OIIK-2-Y1
OIIK-2-B1

JILJI2. 1J13.
1
0254

KM1

Pl

1.4

HccnenoBanue u uzydeHue
CTPYKTYpPBI CPEIICTB
06€e30I1acCHOCTH
OTIEPALMOHHBIX CUCTEM H
HCIIOIb30BAHKUE UX IJIS
KOH(HICHIIUATEHOTO
JocTyna K MH()OPMAIHH.
Pa3pabotka u peanuzanms
alropuT™Ma
(OYHKITHOHHUPOBAHUS CUCTEMBI
0€30I1acCHOCTH

00BeKkTOB. /J1ab/

OIIK-2-Y1
OIIK-2-B1

JI1.3
J11.4J12.1
2.3
J12.4J13.1
013223354

P3




Pa3nen 2. Moaeau
0€30II1aCHOCTH B
KOMTIBIOTEPHBIX CHCTEMAX

2.1

Mopenu 6e30macHOTO
CYOBEKTHOTO
B3aUMOJICHCTBHS B
KOMIIbIOTEPHOM CHUCTEME.
[ponenypa uneHTUGUKATN
U ayTeHTU(HUKALHH.
CormpshKeHHe 3alUTHBIX
MEXaHU3MOB. APXUTEKTYypa
3alUIICHHBIX
OIEPAIIMOHHBIX CHCTEM.
Mopenu ceTeBBIX Cpef.
Co3znaHue MexaHU3MOB
0e30MmacHOCTH B
pacrpeneneHHON
KOMIIBIOTEPHOM

cucreme. /Jlex/

OIIK-2-B1

J1.3
J11.4J712.1
J12.4J13.1

319203354

2.2

CamocTosTensHOE U3YUeHUE
y4eOHOro MaTepuaia B
3JIEKTPOHHOM Kypce:
AyreHTnduKanus
I10JIb30BaTEINEN.
Dopmanuszanus 3a1a4n
conpsxeHus. Meroapl
conpsbkeHus. Tunuzanus
JIaHHBIX, HEOOXOIMMBIX JUTs
obecriedeHus padOTHI
CPEZICTB CONPSHKCHUSI.
[lonsTe BHewHErO
paszensieMoro cepBuca
6e3zomacuoctu. [TocraHOBKA
3agaud. [lonsthe u cBolicTBa
MOy peanu3anun
3amuTHEIX GyHKIMH. /Cp/

20

OIIK-2-Y1

I3
J11.4J12.1
J12.4J13.1

01030233324

23

Pa3paboTka u peanm3anms
IrOpUTMA
(DYHKIIMOHMPOBAHHS CUCTEMBI
0e301acHOCTH CyOBEKTOB.
ITpoexTupoBaHe MOAYISL
pea3ayy 3aUTHBIX
dbyHKIMIA B cpene
rapaHTUPOBAHUS TIOTUTHKA
6e3omacHoctu. MeTtoauka
HPOBEPKH TTONapHOH
KOPPEKTHOCTH CYOBEKTOB ITPU
MPOSKTUPOBaHUH
MEXaHU3MOB O0ecIeueH s
6€3011acHOCTH C y4eTOM
nepenayn napamerpos. /J1ad/

OIIK-2-B1

J1.3
J11.4J712.1
J12.4J13.1

519203354

P4

Pazgen 3. 3amura
uHpopmanuu B
KOMIIBIOTEPHBIX CETAX




3.1

Oco0eHHOCTH 00eCIICUEHHS
HHPOPMAITHOHHOK
0€30I1aCHOCTH B
KOMITBIOTEPHBIX CETSIX.
Crienduka CpeAcTB 3aIUTHI
B KOMITBIOTEPHBIX CETSIX.
CereBble MOJIENH TIEpeAadN
JMaHHbIX. [TOHATHE IPOTOKOIA
nepeaayn JaHHbIX.
TTpUHIUIIBE OpraHU3aIHH
oOMeHa TaHHBIMU B
BBIYUCIIUTENBHBIX CETSX.
TpaHCTIOPTHBIN MPOTOKOI
TCP u mozens TCP/IP.
Moaenp B3auMoIeiCTBUS
oTKpbITHIX cuctem OSI/ISO.
CoBpeMeHHBIC CPENICTBA
MOCTPOCHUS 3AIIUIICHHBIX
BUPTYaJIbHBIX ceTeld. /Jlex/

10

OIIK-2-Y1

JI1.3
J11.4J12.1
2.2
J12.4713.1
013223354

32

CaMOCTOsITEeTbHOE U3YUCHUE
y4eOHOT0 MaTepHana B
AIIEKTPOHHOM Kypce:
CpaBHEHHUE CETEBBIX MOJIENEH
nepenaun AaHHbIX TCP/IP 1
OSI/ISO. XapakTepucTuka
yposareit mogemu OSI/ISO.
Anpecanys B rio0ainbHBIX
cetsix. OcHoBel [P-
npotokoia. Kinaccel agpecos
BBIYHCIIUTEIBHBIX CETCH.
Cucrema JIOMCHHBIX UMEH.
Knacchl ynaneHHBIX yrpo3 u
WX XapaKTEePUCTHUKA.
TuroBkle yaajaeHHbBIC aTakKu U
WX XapaKTePUCTHUKA.
[IpuHIMIIBI 3aIIUTHI
pacmpeneneHHbIX
BBIYUCITUTEIbHBIX ceTeil. /Cp/

20

OIIK-2-Y1

J1.3
JI1.4J12.1
2.2
J12.4J13.1
0132233 54

33

OcHoBsl [P-nipoToxona.
Knaccrer agpecos
BBIYHCIIUTEIBbHBIX CETCH.
Cucrema JJOMCHHBIX UMEH.
Knacchl ynaneHHBIX yrpo3 U
HX XapaKTePUCTHKA.
TuroBkIe yaajacHHbIC aTaKu U
UX XapaKTePHUCTHKA.
[IpuHIMIIBI 3aIIUTHI
pacnpeneneHHbIX
BBIYUCIUTEIBHBIX ceTeid. /TIp/

OIIK-2-B1 IIK-
1-31

JILJI2.1J13.
1
01

34

Paspabotka u peanmusarnus
aNropUTMa CETEBOTO
¢unsTpa. IlocTpoenue
3aIUIIECHHBIX BUPTYATbHBIX
cereli. besonacHocTh
YIAJICHHOTO JTOCTYIIA K
JIOKanbHOM ceTH. /J1ab/

OIIK-2-Y1

J1.3
JI1.4J12.1
2.2
J12.4J13.1
319203354

P5

Pasgen 4. Meroanbl 1
CHCTEMBI 3aIIUThI
HHpOpMaALUHU




4.1

3amuTa uH(GOpMAIUH OT
HECAHKIMOHHPOBAHHOTO
nocryna. Kanansl yreuku
napopmarun. CucTeMsl
aHanM3a 3allUIIEHHOCTH U
0OHapyKeHHs BTOP>KEHUI.
Mogenu 1 UICTOUHUKH
KaHaJIOB YTCUKU
uHpopmarmu. CriocoObt
HECaHKIIHOHUPOBAHHOTO
JIOCTyHa K MH(OPMAIIHH.
KomnerorepHsle cpenctsa
peai3ayy 3aluTh B
MH()OPMAIIMOHHBIX CHCTEMAaX.
O0mue cBegeHus Mo
KJIaCCHYEeCKON Kpunrorpaduu
W aJITOpUTMaM OJIOYHOTO
mmdposanus. udposas
ANIEKTPOHHAS MOANUCH. /JIek/

OIIK-2-Y1

JI1.1J11.2
J1.3
JI1.4J12.1
J12.4713.1
013223354

4.2

CaMocTosATeIbHOE U3YUEHHE
y4eOHOT0 MaTepHana B
3IIEKTPOHHOM Kypce:
[IpuunHbl HapyleHUs
LEJIOCTHOCTH MH(OPMAIHH.
OyHKIMH HENOCPEICTBEHHON
3aMmuUTHl HHPOPMAIUHL.
3amayu 3aIUThI
nHpopmaru. MeToas! 1
CHCTEMBI 3aIUTHI
nHpopMaLuH. AnnapaTHsie
CpeCTBa 3AILUTHI.
ITporpamMHBIe cpencTBa
3aIIUTEHI.
Kpunrorpaduueckue
CpeJ/ICTBA 3aIHTHI.
BrlnonHeHe KOHTPOIBHOM
pabotsl. [Toaroroska
3a4ery ¢ oneHkoi. /Cp/

)

OIIK-2-Y1

JI1.1J11.2
J1.3
JI1.4J12.1
J12.4J13.1
0132233 54

P6

43

IMporpammMHBIe cpencTBa
3aIIHTHI.
Kpunrorpapuueckue
cpezacTa 3amuThl. /T1p/

OIIK-2-Y1

JILJI2.1J13.
1
32 54

P2

44

Pa3paboTka u peannzanus
aNTopuT™MAa
KPHIITOTpahUIecKoro
npeoGpa3zoBanus. VicTrouHukH
U 3alIuTa OT
HECaHKIIMOHMPOBAHHOTO
nocrymna. /J1ab/

OIIK-2-Y1

JI.1J11.2
J1.3
J11.4J712.1
J12.4J13.1
3192033 54

P5

4.5

[IpoBenenue 3auera ¢
orenkoi /3auérCOn/

319203354




